Get Assistance with CMMC 2.0 Compliance
Funding through the CyberSmart Program

Phase 1

Start the NIST 800-171rev 2 gap
analysis report process at a
pre-negotiated discounted cost of
$1,500 as the first step toward
compliance and Cybersecurity
Maturity Model Certification (CMMC).

The gap analysis provides
information to complete the POA&M,
SSP, submit to SPRS, and other
requirements.

Phase 2

After completing a Phase 1 gap
analysis, up to $22,500 in grant
funding ($7,500 paid by client) is
available to remediate compliance
deficiencies and to upgrade
cybersecurity infrastructure.

Phase 3

Get technical assistance for
remediation tasks beyond
Phase 1& 2.
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About the Program

The Michigan Defense CyberSmart program is a statewide
resource that assists small and medium sized companies doing
business with the Departments of Defense (DoD). The grant
allows businesses to receive up to $22,500 funding ($7,500
paid by client) to achieve federal cybersecurity compliance

and to obtain a gap analysis report. Get assistance with NIST
800-171rev 2 implementation for meeting DFARS 252.204-7012
requirements.

Eligibility Requirements

Phase1&2
+ Michigan companies who are currently doing business
with the DoD
« Existing DoD prime contractor or subcontractor

Phase 3

« Registered in system for award management as a
Michigan company

+ In good standing with the State of Michigan

« A standardized gap analysis report from the Michigan
Defense Center Vendor Referral List (LaScala)

« Average Bid Targeting System (BTS) score of at least 50

« Completed Plan of Action & Milestones (POA&M) and
System Security Plan (SSP)

+ BTS firm profile updated with the Self-Certification box
checked showing NIST Compliance

Who Needs to Comply With This

Businesses that are part of a DoD supply chain that must
implement the NIST 800-171 rev 2 compliance.



Compliance Services About LaScala

Key services provided by LaScala, a certified Veteran-Owned Small Business (VOSB),
LaScala to achieve compliance has been providing Managed Services to companies
include: throughout the United States since 2010.
Gap analysis to assess the Our company mission is to provide value and support to our
current network to client’s by delivering technical, security, and compliance
determine status of solutions with dedication, compassion, and agility.
compliance and policy
documentation and LaScala delivers solutions that simplify complex situations by
System Security Plan (SSP) improving processes, minimizing risk, and maximizing output.
Plan of Action & Milestones The knowledge and expertise of our teams has earned
(POA&M) roadmap required LaScala an exceptional reputation throughout many
for compliance tracking industries.
Build compliance audit trail
for the insurance company, Our Managed Compliance program is the implementation of a
customers, and proven security framework within a client’s organization.
government
Policy support
Incident response plan How LaScala Can Help
LaScala is a pre-qualified vendor and a CMMC Registered
Our Compliance Management Provider Organization (RPO) with several years of managed
Services will help gain a level of compliance experience with CMMC-AB Registered
maturity and compliance across the Practitioners.

organization by assisting with:

Our services include but are not limited to:

Audit documentation « CMMC/NIST-800-171 FAR 52.204/DFARS 252.204-7012
guidance compliance

Assist business decision « Gap analysis report that details the status of
makers on how to approach compliance with the 110 controls

compliance « Assistance with Supplier Performance Risk System
Proactive compliance (SPRS) score calculation

tracking

Dedicated compliance
officer to assist and Apply Now

recommend adjustments Select LaScala as your vendor.
along the way
https:/bidtarget.org/admin/cybersecurity/application_public

For more information, email: medc@lascala.com
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